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Wi'O 65-5284 

( s) .... 

Special Agents of the FBI on 1 .. -------'--...... 

identified the individual kriown~------~ 
( s) ............... 1.;. -----------,.......,..,....__,......,_____,,......J o;w;31:.-~--.---.....l. 

The "Diplomatic List'' published by tho United 
States Department of State for August, 1956, reflects that 

I I resides 
&1~----------------------~ 

( s) ............... . 
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SECRET 

WFO 65-5284: 

ADMINISTRATIVE DATA 

The ;denti±ies jf the Special Agents who identified bl 
( S) .......... J.. _ atlf the icientities of the Special b 6 
( S) ............ Agents .... observing ... activi ty ... on· lon 8/29 and b7c 

9/12/56 au can be :found in WFO File 105-18543 Sub B. b7D 

Identity 
of Source 

T-1: 

INFOP.lfANTS 

Agent 
to wllom 
Furnished 

File Number 
where 
Located 

D SA MALCOLM 
P. CARR and 
SAl I 

G5-5284 
Serial 2502 Referral/Consult 

b6 

I 

( s ) ···········.__I· __ __. 

( s ) .................. 1 ......... ·· __ ____. 
T 4, 

Ten• 
( s) ·········!.___~··_··· __ __, 

SA MALCOLU 
P. C.An.R a.nd 
SAl I 

.65-5284 
S~rials 2012 
and 2524 

105-18543 

b7C 

Careful consideration has been given to each 
source concealed and T symbols were utilized in the report 
only in those instances where tile identities of the sources 
must be concealed. 
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LEADS 

ATLANTA, BALTJMOU, CIIICAGO,- ~ Y01tKt IJfD LOS ANGltt.!S 
DIVISIQN3 (:CU'OIDlATIOli) 

A copy o% 1Utant Hport is being ~ltt'niJihec1 w 
amoJt +"9 +&• •Jxnz• o.t:II:J n¥C in 'fiCW Q'£ their iillte~Q,St in 

(S) ··········· L-j .. ________ ___._ 

J.. 

( s) ............................. . 

~ill fO.l.lO\'t" and ~$port r;sul ts ot 
qrtS.odn] od .... ,ting betweett_ ~ ·l - L.....----------1 

( S) .......................... ~.~ .... l. Will reoojt informatioll bei:O.S tur.ulshed by 

RUias!iClt 
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OmOW.l FORM NO, 10 
IMT 1P62 EDmON 

~~~;;~Fa)~;~;ES ·~RNMENT ALL HJFORMA.TIO!of CONTAINED 
HEREI!tl IS UNCLASSIFIED 

Memorandum DATE 12- 29 -2011 BY 60322/UC/LRP/PLJ/ETG 

TO 

·- t-

_I FROM 

SUBJECT: 

DIRECTOR, FBI (105-19581) 

£). }}C, SAN FRANCISCO (105-7780)(RUC) 

(~CHNICAL SURVEILLANCE 
COUNTER-MEASURES COMMITTEE 
LIAISON MATTER 

DATE: 10/14/68 

\ 

00 : BUREAU 

Enclosed for the Bureau are six (6) copies of an 
LHM dated and captioned as above. 

\ 

. 
' 

'::::> 
') 
· .( -~ 

J'~\ L ________ s_an ___ F_r_an __ c_i_s_c_o __ i_n_d_i_c_e_s __ c_o_n_t_a_i_n __ n_o::i:n:f:~~m:~;;·;Q~~~RtLhAaNtD. ' could be determined to be j dentj cal t.d thl --=------· 
I 

The attached is being furnished for information. 
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In Reply, Please Refer to 
FileNo. 

. ' 
' ~.) -, , 

.... 1\ 

UNIT. STATES DEPAR 

FEDERAL BUREA·U OF INVESTIGATION 

San Francisco, California 

October 14, 1968 

TECHNICAL SURVEILLANCE 
COUNTER-MEASVRE$ COMMITTEE 

~~·<(------~Jre letter was typewritten and in English and signed 

· M:t'. r----l further advised that he does not intend 
to acknowle~s communication. 

ALL INFOR!IATION COliTAINED 
HEREIN I S UNCLASS IFIED 
DATE 12-29-2011 BY 60322/UC/ LRP/ PLJ/ ETG 

-------------------------------------------------~--------------

This document contains neither recommendations nor conclusions 
of the FBI . It is the property of the FBI and is loaned to 
your agency; it and its contents are not to be distributed 
outside your agency. 
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.. OI'T10NAl FOI!M NO. 10 
MAY IP62 EDITION 
~ 1Piollll41 Cfll 101-.:_1.6 ALL INFOR1{ATION CONTAINED 

HEREIN IS UNCLASSIFIED UNITED STATES GO.MENT 

Memorandum 
DATE 12-29-2011 BY 60322/UC/LRP/PLJ/ETG 

TO DIRECTOR, FBI (105-19581) DATE: 11/20/68 

FROM ~ SAC , SAN FRANCISCO (105-7780)(RUC) 
r Jo'}~ 

SUBJECT; 

j 

~><)! 
c...rECHNICAL SURVEILLANCE 

COUNTER-HEASURES COHHITTEE 
LIAISON NATTER 
00: Bureau 

Enclosed for the Bureau are six copies of an LHH 
dated and captioned as above. 

San Francisco indices contain no information that 
could be determined to be identical withl jANSTALT 
FUER HANDELS UND INDUSTRIE UNTERNEH11UNGE~·.._t -, _,, .... 5-1 ..... 6 ............ f .... la ..... l,....o....JJ a, 
Switzerland. 

The attached is being furnished for information. 

\ ,..,.,- ,~ 
{_<.,2 - Bureau ( Enc3.s ·; · 6 ) ( RM) 

1 - .San Francisp;· 
JTK/cab 
(3) 

5010-101- 02 

.· 

~ 
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• ll"'ITED STATES DEPARTMENT OF JUSTICE 

In Reply, Please Refer to 
File No. 

FEDERAL BUREAU OF INVESTIG-ATION 

San Francisco, California 

November 20, 1968 

TECHNICAL SURVEILLANCE 
COUNTER-I1EASURES CONHITTEE 

.I I Fargo Company, 116 2 _ Bryant Street, . 
San Francisco, Ca1ifornr-a·, on November 18 1968 advised that 
he i&'in recei t of ·a -1etter date 

I writer 
The letter , ~YPI!Les;;;.t.lolf.iJ..~or:...~i...&t-Jti..Se;;..~nu......,~;;~,a.~.~n~.~.o~....-;~.,~n..~....E ... n.L.I..l;;:.g..,j,J-Jjo.,;:s:uh.r....._r.~..:.~;e""'J""a~ti..Se;eld..._.t.~.~hi 

was interested ln! _ 

I !further advised that he does not intend 
to acknowledge thls communication. 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 12- 29 - 2011 BY 60322/UC/LRP/PLJ / ETG 

This document contains neither recommendations nor conclusions of 
the FBI. It is the property of the FBI and is loaned to your 
agency; it and its contents are not to be distributed outside 
your agency. _.rj~ 1 -~ /7..~ Yj.-- /. 

/ rJ~~~ .. ! . .iJScil;i , j ~() .J-
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,. 

TO 
·: · 

FROM 

OPTIONAL FORM NO, 10 
MAY 1882 EOtTION 

__ .. ALL INFOR1I.ATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 02-10-2011 BY 60322 / UC / LRP /PLJ/ETG ~ · 

~~~~..c.·. 

GSA.FPMR (•1 CFR) 101-11.8 • 

·~r:~PfED STATES GOVERNMENT 

· Memorandum 
BIRECTOR, FBI (105-19581) 

. ATTN: LIAISON SECTION 

fL. SA~, SAN FRANCISCO ( 105-·7780) 

:u~ . 

r . .... .,..-----. 

DATE: 3/12/69 

SUBJECT: TECHNICAl. SURVEILLANJ;:E 
__.C.O.U.N.'!ER::M.EAS...U..RE..LC.OMMITTEE 

LIAISON MATTER 

~ OO:BUREAtJ 

Re San Francisco · letter and LHM dated l/23/69. 

Enclosed far the- Bureau are six copies of an LHM 
dated and captioned as above. 

San Francisco indices contain on that 
could oe determined to be identical with Consulting --
Engineer, Consulate General of Israel l · Street, · 
New .York, New York; Govern-m:nt of I:dia- Bhab a tom1c esearc entre, o -ay, India;/) I - - I The Unite~ Traders, Manufacrurer's Representr~ r . 
t1ves, P. · ·Box 4695, Be1rut, Lebanon, and_ _ , 

· · "CIA", Indus trial Security, Caunterintelligence Agency 
Limited, Security Consu tants, 131 High Street, ·Teddington, 

· Middlesex, England. · · 

\ The attach . ~ being furnished for information. 
~~.,.. . 

r,-- ' j) ---...... ~~ . 
~ Bureau (Encls. ~- (RM) 

1 · - San Francisco 
JTK/cmp 
., 3) 

11'" 

REC 54 

• MAR 17 1S69 

.. ·, : 
r '\ ' 
·' .. 

·.: 

9 8...11.lfl~ . 2 61969 Buy U.S. Savings Bonds Regularly on the Payroll Savings Plan 
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ALL INFORMATION CONTAiloiED 
HEREIN I S UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Mr. Bayse 

EXEMPTED FROH AUTO}~.TIC 
DECLASSIFICAIIOH 
AUTHO RITY DERI VED FROH: 
FBI AUTOMATIC DECLP.SSIFICATI0~1 GUIDE 
EXEHPTIOH CODE 25X (1) 
DATE 02-09-2011 

5/8/86 

b6 
b7C 

TECHNICAL SURVEILLANCE COUNTERMEASURES (TSCM) MATTERS/ 
LEGAL ATTACHE (LEGATS) OFFICES BERN, BONN, LONDON, 

(U) ........................................... PARIS AND----ROME/TRI·P·····REPORT ·-··----J:€':1 

(U) ................ PURPOSE-: ····To ..... z::ep.o.rt .. .on ..... t.h.e ...... 'rSCM inspections of Legal Attache 
Off ices Bern, Bonn; ...... Loi1Ci6n;····· p·a:r"i·s· and ···Rome······ --~ 

SYNOPSIS: TSCM inspections were conducted of Legal Attache 
Offices Bern, Switzerland; Bonn, Germany; London, 

England ; Paris, France and Rome, Italy. All TSCM inspections 
consisted of physical and electronic searches, radio frequency 
checks and physical and technical examinations of all telephones 
and telephone lines. No evidence of any eavesdropping was noted 

( S) -----~~~!~~-i~~~:~a!~~¥~~-~!~-~~~-r-~~~-=~~ .. ~-Ro~!-:..:.fal discrepanft~: ;:~~s bl 

I.egat Office has a common ,all with the adjoining building r-1 
(S) ....... -1 _ cleaning personnel are unescortea-rn 

- the Legat Office space, and the office needs venetian blinds • 
and/or draperies. Rome analyst support employee should be 
advised that the telephone lines may be monitored by the host 
country and that sensitive subjects or personal comments 
criticizing local government personnel should be avoided • . The 
Bonn and Rome Legat Offices should be provided with AT & T Merlin 
electronic telephone systems with the Key Service Unit installed 

(U) ·······················tn·····of ftce · space controJ: .. l ·ed·····by····the ·-respective Leg at Of·fic-e·····-··-····J€:::r 

Enclosures (3) 

1 - Mr. Clarke (Info rmat ion only) 
1 - Mr. Geer 

Attention; Liaison Unit 
1 -1 I 

Attention; Mr. Wells 
1 - Mr. Monroe 

Attention; 
1 - Mr . Bayse 
1 - Mr. Evans 

Attention; 

Mr. Stoops 

Mr. Wade 

,lohnson 

~ 
~ 

tos-JotS8/.- I ?--5 ~ 
SECR;El 

ET/ (12) 



SEC REI 
Memorandum from I Ito Mr. Bayse 
Re: TECHNICAL SURVEILLANCE •• • • /TRIP REPORT 

' 'b6 
b7C 

RECOMMENDATIONS: 1. That Operations Management Section, 
Telecommunications Unit, provide an AT & T 

Merlin system model 820, with seven PEC 9400 079 telephone 
sets and one model Z7305H02B telephone set for each Bonn and 

(U) ·· ··········· ··· Rome .. ·Legat Offices . ~ 

2. That a threat assessment, both physical and 
technical, be conducted at the Paris and Rome Legat Offices by 
expert personnel in both disciplines in order that inadequacies 

(U) .mentioned . be corrected .... a .t ..... the .. . earli.est time . .possible. · ~ 

(U) ·· 
3. That all cleaning personnel be escorted while in 

· · the Paris ·Legat Office space. ~ 

~. That venetian blinds and/or draperies be installed 
(U) .. .... in ·the ... Parts ·Legat Office . ..... ~ 

5 . That a closed circuit television be installed at 
(U ) · ·· the entranc·e · to the .... Paris Legat· Office. ··· ···· ···~ 

- 2 -

StCRET 



e sECRET ••• 
Memorandum from~~--------------~lto Mr. Bayse 

(U) ...................... Re . .; ........ T-ECHNICAL SURVETLLANGE· ··.-·· .-······•-/T·RIP··REPORT ·· ······{)3:l 

that have been approved by the Intelligence Community for use 
in sensitive areas. These telephone units have been given a 

(U) ···················special designation ··· by AT·····&···· T-· as ··fol--lows: .. - -~ 

1. PEC 9400 - 078 
2. PEC 9400 - 079 
3. PEC 9400 - 080 

5 button 
10 button 
34 button (Has no lights on 

the last 20 buttons) 

However, it is recommended that one Merlin telephone 
model Z7305H02B, 34 button unit with lights on all buttons, be 
modified as the PEC 9400 - 080 and used in order t hat support 
personnel can determine when Agent personnel are on one of the 
telephone extensions or the outside telephone line. This 
telephone unit would have to be modified by AT & T i n order to 
meet the technical security requirements . set by the Intelligence 
Community. Additional details on this can be obtained from 

(U) .......... S$~1 .................... ........... .. .............. .j. ....... ~~~C . Referral / Direct 

London: No discrepancies or evidence of eavesdropping 
was ~-?.~-~9. ~. l:l..J.=:~ng ____ th.e TS.CM. .. inspect-ion·. ········ ~ 

(U) ········· 

Engineering Section personnel installed an 
Merlin 820 telephone system that had been provided by 
Telecommunications Unit. This system replaced rotary 

(U ) ................. wes.t.ern Electric 830 ··-t -el-ephon-es·· ··· ········~ 

AT & T 
the 
dial b1 

b7 C 
~---------------------------------------------------------------Referral/Direct 

Paris: During the TSCM inspection at the Paris Legat 
Of~ice space several discrepancies were noted and they are as 

(U) ......... . ....... fo.l.l.ow-s :··· -~ 

1. The Paris Legat Office is located onl 

- 4 -
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SECRET •• 
(U) ···· 

Memorandum froml jto Mr. Bayse 
···Re: TECHNICAL ·SURVEILLANCE ··;; •·•·•/TRIP REPORT ·· · ~ 

buildinq [ I 

b l 
b6 
b7C 

( s) . ·· I I 
I r The off~ce nas an on-.LJ.ne KW I 

crypto system wJ.th a mecnanJ.ca~ model 28 teletype. This teletype 
system is so loud when printing that it may be possible to pick 

(U) . up acoustical sounds from the adjoining building. (Office layout 
······· Ts ·· e-ricl:os·ed} ·· ~ 

2. The cleaning personnel (French 
access to all areas of the office space with 
vault area . They are not escorted by either 

(U) · ·u~ - s ~ Marine· personnel. ···· ~ 

nationals} have full 
the exception of the 
Legat Office or 

3 . The office space does not have draperies or 
venetian blinds, therefore, most office space is exposed to full 
view from adjoining apartments and other offices. AlthougP 6~11 
windows have awnings, most of these awnings do not work ~7 c 

(U) ················· · ···prope·rly·,. W Referral/Direct . 
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M~I_II.?.Eandum from I I to Mr. Bayse 
Re : TECHNICAL SURVEILL'ANCE ·--~-- ~- ~--~/TRI-P ··REPORT·····(:g:) 

b6 
b 7C 

4. The entrance to the Legat Office is controlled by a 
switch located on each desk, however, Legat Office personnel do 
not have means of knowing the identity of any person wanting 
access to the office space. Although this may be true of most 
other Legat Offices, the Paris Legat Office is located outside of 
the U.S. Embassy and it should have a closed circuit television 
so that office personnel can observe people wanting access to the 

(U) ······ Legat---0£-fi.c-e-. . -(:g) 

Rome: During the TSCM inspection of the Rome Legat 
(U) ············ · Office sp-ace;;···the fol'lowing ··dis·crepa-ncies· -we·re not-ed: ·····-~ 

1. The Key Service Unit for the multi-line telephones 
used in the Legat Office was located outside of the office. 

( U) nn 
l ................. ... ................ ---.... " ................ . 

(U) .... ... ··················· 

3. While conducting the TSCM inspection, ssAr 1 
overheard the Legat Office support analyst employee in ~ereptroxxxd b 6 
conversatio · uantico ersonnel discussing a . case which was b 7c 
investigate During the conversation, the b7D 
support employee made nega 2ve rem t the ja~ the 
investigation was conducted by the SSA_ 1 
advised the support employee that such remar s shou d not be made 
of host country personnel as the teleph9ne calls may he monitored. 

(U)- j_:ris L<>"F~~~.,t~~~,'/;~i ~:~~~;;~ ~~c!t~~~~t~~~;_ ~~!~tLes s. ; I 
In addition, the same support employee brought to 

the Legat Office a set of small Russian wooden dolls that were 
given to him by a· Soviet "friend." These dolls were checked 
for ectronic devices and the check was negative. Since 
SSA does not know the relationship between the support 
employee an his "Russian friend" from the Russian Embassy or 
Mission in Rome, the support employee was advised that caution 
should be taken with gifts from his friend, especially if the 

(U) ............ g_,i __ t;_t._§ g..~;_~ _ bro.ught .... to. the .. Lega-t ----Of·f -ice.··· ·Cs:r 
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Memorandum from~'~~~~~~--~lto Mr. 
Re: TECHNICAL SURVEILLANCE •••• /TRIP 

• 
Bayse 
REPORT 

b6 
b7C 

Above information was brought to the attention of 
Assistant Legatl I since during this time the 
Legat Office was under inspect1on and the Legal Attache was 

( U) ··········· ···· out ·· Of·····t -own·····with· th e ·····Inspector.·· ··~ · 

In view of the 1 imi ted off ice space in the 
u. s. Embassy, Rome, and the possibility that attempts are 
being made to relocate the Legat Office, no recommendations are 
being made at this time and is being left to the discretion of 
the Intelligence Division. If Recommendation Number 2 is 
approved, selected personnel to make the physical and technical 
threat assessments will make the necessary recommendations. 

Referral/Di r ect 

It should be noted that several complaints were 
voiced by most Legat personnel concerning the teletype systems, 
lack of any word processing equipment and the lack of secure 
telephone systems. They were advised to express their 
concerns to the Technical services Division, Operations 

(U) · ··· ······ Management ·See·tion·.·····~ 
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